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Abstract

This white paper explores the application of Dual Processing Theory (DPT) in cybersecurity
culture, emphasising the importance of transitioning employee responses to cyber threats from
System 2 (deliberate and conscious) to System 1 (automatic and intuitive). It outlines how
understanding DPT can enhance organisational defence mechanisms by creating behavioural
interventions that simplify security processes, leverage nudges and prompts, and employ
comprehensive training programs. The paper details strategies for initially engaging System 2
through detailed training and simulations and then gradually shifting behaviours to System 1
using automation tools, feedback mechanisms, and user-friendly designs. Additionally, it
provides methods for measuring the prevalence of System 1 versus System 2 processing among
employees through surveys, behavioural analytics, and performance metrics. By fostering a
security-first culture where secure behaviours become second nature, organisations can
significantly improve their resilience against cyber threats. This approach enhances security
posture and reduces cognitive load on employees, leading to faster and more effective responses
to security incidents.

Introduction

Organisations must ensure their employees can effectively respond to threats in the rapidly
evolving cybersecurity landscape. The Dual Processing Theory (DPT) provides a framework for
understanding how people process information and make decisions. By leveraging DPT, we can
design behavioural interventions that move cybersecurity responses from deliberate, conscious
processing (System 2) to automatic, intuitive processing (System 1). This white paper explores
DPT, its application in cybersecurity, and strategies for transitioning employee responses to
cyber threats from System 2 to System 1.

Dual Processing Theory (DPT)

Dual Processing Theory (DPT) is a cognitive framework that explains how humans process
information and make decisions through two distinct systems: System 1 and System 2. This
theory, which has its roots in psychology and behavioural economics, provides valuable insights

into human behaviour, particularly in decision-making and problem-solving situations.

Understanding DPT is crucial for designing effective cybersecurity strategies that align with how
people naturally think and act.

Characteristics of System 1
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System 1 is characterised by its fast, automatic, and often subconscious nature. It operates with
little to no conscious effort and relies heavily on heuristics - mental shortcuts developed through
experience. Here are the key attributes of System 1:

e Speed: Decisions and reactions occur almost instantaneously.

e Automaticity: Actions are performed without deliberate thought, based on ingrained
habits and intuitive judgments.

o Effortlessness: Little cognitive effortis required, making it less mentally taxing.

e Heuristics and Biases: Decisions are guided by rules of thumb and previous
experiences, sometimes leading to biases.

e Subconscious Operation: Many actions are carried out without conscious awareness.

Characteristics of System 2

System 2 contrasts sharply with System 1, being slow, deliberate, and conscious. It is invoked
when complex problem-solving, critical thinking, and decision-making are required. Key
attributes of System 2 include:

o Deliberateness: Actions are carefully thought out and considered.

o Cognitive Effort: Significant mental effortis required, making it more resource-intensive.

e Analytical Processing: Decisions are based on logical analysis and systematic
evaluation.

e Conscious Awareness: Individuals fully know their thought processes and decisions.

o Error Checking: System 2 often reviews and corrects the decisions made by System 1,
reducing errors.

Cybersecurity and DPT

Understanding the roles of System 1 and System 2 in decision-making can help organisations
design more effective security interventions. This section explores the need for System 2 in initial
cybersecurity training and strategies for transitioning to System 1 to enhance quick, intuitive
threat responses.

The Need for System 2 in Cybersecurity

Initially, employees rely on System 2 to learn and understand cybersecurity protocols
and procedures. This involves:

e Training Programs: Comprehensive education on recognising threats and

understanding security measures.
¢ Policy Comprehension: Detailed study of company cybersecurity policies.
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o Initial Response: Thoughtful and deliberate action in identifying and responding
to threats.

Transitioning to System 1

The goal is to transition these behaviours to System 1, where responses become automatic and
intuitive. This shift reduces cognitive load and response times, enhancing overall security
posture.

Behavioural Interventions for Cybersecurity

Effective behavioural interventions are critical for shifting employees’ cybersecurity responses
from deliberate, conscious processing (System 2) to automatic, intuitive processing (System 1).
These interventions simplify security tasks, make secure behaviours second nature, and embed
cybersecurity practices into the organisational culture. Organisations can create an environment
where secure behaviour is the default response by employing a combination of tools, training,
and reinforcement strategies.

Simplifying Security Processes
o Default Secure Settings: Ensure systems are configured with secure default settings.
e Automation Tools: Implement tools that automate security tasks, such as password
managers.

Nudges and Prompts

o Pop-Up Reminders: Use timely prompts for actions like updating passwords.
e Visual Cues: Implement clear indicators of secure vs. insecure connections.

Training and Awareness Programs
¢ Simulated Phishing Attacks: Regular exercises to train employees in recognising
phishing attempts.
¢ Gamification: Engage employees with interactive and rewarding cybersecurity training
modules.
Feedback and Reinforcement
o Positive Reinforcement: Reward employees for demonstrating secure behaviours.
o Constructive Feedback: Provide immediate feedback on insecure actions to encourage

improvement.

Usability Design
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¢ Intuitive Interfaces: Design user-friendly security interfaces.
¢ Minimised Friction: Reduce the steps required for secure actions to make them more
appealing.

Leveraging Behavioural Insights

e Loss Aversion: Highlight potential losses from insecure behaviours to motivate
employees.

e Social Proof: Demonstrate that peers follow secure practices to encourage similar
behaviour.

Implementation Strategy

Implementing behavioural interventions based on DPT requires a structured approach that
initially engages System 2 for learning and comprehension and then transitions to System 1 for
automatic, intuitive responses. This section outlines a phased implementation strategy designed
to achieve this shift effectively, ensuring that secure behaviours become ingrained in employees'
everyday actions.

Initial Phase (System 2)

1. Comprehensive Training: Conduct detailed training sessions covering all aspects of
cybersecurity.

2. Policy Dissemination: Ensure all employees are aware of and understand company
security policies.

3. Simulation Exercises: Engage employees in simulations to practice their responsesina
controlled environment.

Transition Phase

1. Gradual Introduction of Tools: Introduce password managers and other automation
tools.

2. Frequent Short Training: Conduct regular, brief training sessions to reinforce
knowledge.

3. Positive and Negative Reinforcement: Use rewards and feedback to shape behaviour.

Sustaining Phase (System 1)

-_—

Continuous Monitoring: Regularly monitor employee behaviour and system security.

2. Regular Updates: Keep training materials and security tools updated with the latest
information.

3. Feedback Loops: Maintain a system of continuous feedback to ensure secure

behaviours remain intuitive.
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Measuring

Measuring the percentage of employees using System 2 versus System 1 in their cybersecurity
behaviours can be challenging due to the subconscious nature of System 1. However, using a
combination of surveys, behavioural analytics, and performance metrics, you can estimate the
prevalence of each system. Start by designing surveys with questions assessing how employees
perceive their decision-making processes, such as their confidence in recognising phishing
emails and using automated security tools. These surveys can provide insights into whether
employees rely on deliberate, conscious thinking (System 2) or automatic, intuitive responses
(System 1).

Additionally, behavioural data tracking is done through phishing simulation exercises, response
times and accuracy are monitored, and security tools like password managers are used.
Employees responding quickly and accurately to phishing attempts and seamlessly using
automated tools are likely relying on System 1. Analysing task completion times and error rates
in security-related tasks can also indicate whether employees are processing information
quickly and intuitively. Combining survey results with these behavioural metrics allows you to
estimate the percentage of employees operating in System 2 versus System 1, providing a
clearer picture of your organisation's cybersecurity readiness.

Conclusion

Applying DPT in cybersecurity provides a powerful framework for enhancing an organisation's
defence mechanisms by transitioning employee responses from System 2 (deliberate and
conscious) to System 1 (automatic and intuitive). Understanding and leveraging the differences
between these two cognitive systems can significantly improve how employees recognise and
react to cyber threats.

Employees develop a strong foundational understanding of cybersecurity principles by initially
engaging System 2 through comprehensive training programs, detailed policy dissemination,
and simulation exercises. This phase is crucial as it sets the stage for building the knowledge
and awareness to identify and respond to threats accurately. Employees learn to analyse and
understand the implications of various security protocols and how to apply them in different
scenarios.

Once employees have a solid grounding in cybersecurity, the focus shifts to transitioning these
behaviours to System 1. This involves simplifying security processes, implementing nudges and
prompts, and utilising automation tools to reduce the cognitive load. Employees can respond to
threats more quickly and effectively by making secure behaviours easier and more intuitive.
Regular, brief training sessions and simulated exercises reinforce these behaviours, helping to
engrain them into everyday routines.
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Continuous monitoring and feedback are essential to maintaining these intuitive responses.
Organisations must keep training materials and security tools updated with the latest
information and ensure that positive and negative reinforcement is consistently applied. This
helps to sustain secure behaviours over the long term, making them an ingrained part of the
organisational culture.

A key benefit of transitioning to System 1 is reduced cognitive load. Employees no longer need
to expend significant mental effort to respond to common security threats, freeing cognitive
resources for more complex tasks. This enhances productivity and reduces the likelihood of
errors due to fatigue or cognitive overload.

With security behaviours becoming automatic, response times to cyber threats improve
dramatically. Quick, intuitive reactions are crucial in mitigating the impact of security breaches,
minimising potential damage, and ensuring a swift return to normal operations. This agility is
vital in the fast-paced digital landscape, where threats can emerge and evolve rapidly.

Finally, the shift towards System 1 behaviours fosters a culture of security-first thinking within
the organisation. When secure behaviours become second nature, employees are more likely to
prioritise security in all aspects of their work. This cultural shift is a critical component of a
robust cybersecurity strategy, ensuring that every organisation member plays a partin
maintaining and enhancing the security posture.

In conclusion, by strategically applying DPT, organisations can develop effective behavioural
interventions that educate and train employees and embed secure practices into their daily
routines. This comprehensive approach ensures that security becomes integral to the
organisational culture, leading to a more resilient and responsive defence against cyber threats.
The journey from System 2 to System 1 is a critical evolution in cybersecurity strategy, ultimately
leading to enhanced protection and greater peace of mind in an increasingly complex digital
world.
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